KU LEUVEN

Glitch-Resistant MasKki
Counterme
Fault Sensi

Victor Arribas, Thomas De Cnu

10/09/2018



0T security




0T security




Outline

FSA

Threshold Implementations

The power of SCA glitch-resistance
Experiments

Results



Outline

- FSA



FSA

Actively triggered passive attack

Critical path depends on the data
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Source: [LSG+10]

TAND

XOR data-independent

[LSG+10] Y. Li, K. Sakiyama, S. Gomisawa, T. Fukunaga, J. Takahashi, and K. Ohta, “Fault sensitivity analysis,” in CHES 2010



FSA

Data-dependent delay.
More Os in inputs,
smaller Delay.

<

Critical delay depends
> on the Hamming
weight of inputs

Data-independent delay. <

Source: [LSG+10]

Critical timing delay = maximum timing delay

[LSG+10] Y. Li, K. Sakiyama, S. Gomisawa, T. Fukunaga, J. Takahashi, and K. Ohta, “Fault sensitivity analysis,” in CHES 2010



FSA

Fault sensitivity = Critical condition

1 —

[LSG+10] Y. Li, K. Sakiyama, S. Gomisawa, T. Fukunaga, J. Takahashi, and K. Ohta, “Fault sensitivity analysis,” in CHES 2010



FSA

Fault sensitivity = Critical condition
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FSA

Fault sensitivity = Critical condition

1 —

X
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Clock glitch Our metric: propagation delay

[LSG+10] Y. Li, K. Sakiyama, S. Gomisawa, T. Fukunaga, J. Takahashi, and K. Ohta, “Fault sensitivity analysis,” in CHES 2010
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FSA

Attack Implementation = Two phases

1. Profiling 2. Key recovery
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Threshold Implementations
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Threshold Implementations

Side-Channel Analysis (SCA) countermeasure

Provable security with minimal assumptions on the HW

§.ED.

Security in the presence of glitches ’
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Threshold Implementations

Boolean masking scheme

Secret sharing and multi party computation technigques

- Correctness -\-@@

- Non-Completeness

- Uniformity §#
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Threshold Implementations

Threshold Implementations (T1) [INRROG]
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The power of SCA glitch-resistance
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Glitch-Resistance

FSi(x1,2,y1) 2 FSa(x23,y2) 2 FS3(1.3,91)

335
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Glitch-Resistance

335
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Glitch-Resistance

X

335
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Glitch-Resistance

Share 1:

l TA:<11}1+TAND (if y1 ='0")

\ngl + TAND (1f U1 = '1')

T [T, T

7, = | Tve ¥ Tanp (if y2 ='0)
\Tﬁl +Tanp (if yo ='1")

. T? +Tanp (if y1 ='0)
ng +TAND (1f U1 = '1')
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Experiments

CASCADE [SBY+18]

FPGA
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Xilinx tools

Targets: PRESENT and Keccak Sbhoxes

[SBY+18] Danilo Sijagi¢, Josep Balasch, Bohan Yang, Santosh Ghosh and Ingrid Verbauwhede. Towards Efficient and

Automated Side Channel Evaluations at Design Time. In PROOFS 2018
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Correlation coefficient

Correlation coefficient

Experiments

Profiling: initial value = 24V
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Experiments

Profiling: One input reference profile

__ 600
a i e All
> 500 - ® X Best
O
[0
O 400
S
S X
G 300 ! ’
S H
o X
O 200
- |
©
O 100 . .
-}
= 0O O O
@
O I 1 1 1 1 I 1 1 I
0.0 0.5 1.0 1.5 2.0 2.5 3.0 3.5 4.0

Hamminag weiaght of the input

Pick the best correlation profile



Experiments
Test circuit

__________________
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FSy=HW(SBoxr(CT & K,))
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Experiments

Test circuit
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Profiling = known sharing

Key recovery = unshared ptxt-ciph
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Experiments

Unrealistically strong adversary

Detailed profiling
Straightforward circuit

Whole state of inputs covered
Highest correlation initial value

Unrealistic metric
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Results

Poschmann et al. implementation of PRESENT [PMK+11]

X3 Y3 W3 Z3

‘ >

Xy Yo Wy 2,
X; Y1 Wy 2, I

[PMK+11] Axel Poschmann, Amir Moradi, Khoongming Khoo, Chu-Wee Lim, Huaxiong Wang, and San Ling. Side-
channel resistant crypto for less than 2, 300 GE. In J. Cryptology 2011.
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Results

Poschmann et al. implementation of PRESENT [PMK+11]

X3 Y3 W3 Z3

‘ >

Xy Yo Wy 2,
X; Y1 Wy 2, I

[PMK+11] Axel Poschmann, Amir Moradi, Khoongming Khoo, Chu-Wee Lim, Huaxiong Wang, and San Ling. Side-
channel resistant crypto for less than 2, 300 GE. In J. Cryptology 2011.
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PRESENT:
Key =12

Correlation coefficient

Correlation coefficient

Results
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Results

Keccak “Changing of the Guards” [Daemenl7/]

19 hits = 15 bits Sbox

Uniform

[Daemenl17] J. Daemen. Changing of the guards: A simple and efficient method for achieving
uniformity in threshold sharing. In CHES 2017.
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Results

Keccak “Changing of the Guards”

oo |ID o

15 hits = 15 bits Sbox

NOT Uniform

[Daemenl17] J. Daemen. Changing of the guards: A simple and efficient method for achieving
uniformity in threshold sharing. In CHES 2017.
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Keccak:
Key =29

Correlation coefficient

Correlation coefficient

Results
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Conclusions

Glitch-resistant masking schemes provide FSA
protection

This protection is ensured by Non-completeness
Unreallistically powerfull attacker

Tests over simulations in ASIC and FPGA
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